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Abstract—Voice conversion technique, which modifies one
speaker’s (source) voice to sound like another speaker (target),
presents a threat to automatic speaker verification. In this paper,
we first present new results of evaluating the vulnerability of
current state-of-the-art speaker verification systems: Gaussian
mixture model with joint factor analysis (GMM-JFA) and prob-
abilistic linear discriminant analysis (PLDA) systems, against
spoofing attacks. The spoofing attacks are simulated by two voice
conversion techniques: Gaussian mixture model based conversion
and unit selection based conversion. To reduce false acceptance
rate caused by spoofing attack, we propose a general anti-spoofing
attack framework for the speaker verification systems, where a
converted speech detector is adopted as a post-processing module
for the speaker verification system’s acceptance decision. The
detector decides whether the accepted claim is human speech or
converted speech.

A subset of the core task in the NIST SRE 2006 corpus is
used to evaluate the vulnerability of speaker verification system
and the performance of converted speech detector. The results
indicate that both conversion techniques can increase the false
acceptance rate of GMM-JFA and PLDA system, while the
converted speech detector can reduce the false acceptance rate
from 31.54% and 41.25% to 1.64% and 1.71% for GMM-JFA
and PLDA system on unit-selection based converted speech,
respectively.

I. INTRODUCTION

Speaker verification is to make a binary decision to accept
or reject a claim of identity based on the user’s speech samples
[1], [2]. In practice, speaker verification system can be used
to verify a speaker’s identity for controlling access to services
such as telephone banking [1] or voice mail [1], [2]. In
a related speech technology, the voice conversion research,
whose task is to modify one speaker’s (source) voice so that
is sounds as if it has been uttered by another speaker (target)
[3], [4], can be potentially used to attack or fool speaker
verification systems.

There have been a number of studies on speaker verification
system security against impostor attacks. For example, play-
back attacks [5], [6], HMM-based speech synthesis system [7],
speaker-adapted speech synthesis [8], [7], [9], voice conversion
[10], [11], [12] and even human voice mimicking [13], [14].
These studies have clearly shown that false acceptance rate of
speaker verification systems increases under various spoofing
attacks.
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While the above studies are all carried out on high quality
speech, in telephone applications, such as telephone banking,
speaker verification system has to cope with low-quality
signal. In addition, the signal is affected by channel variability
and is also distorted during transmission. These factors may
affect the speaker characteristic in the signal. In our previous
study, we also conducted spoofing attack study using telephone
speech [15] with five speaker verification systems: GMM-
UBM (Gaussian mixture model with universal background
model) [16], VQ-UBM (vector quantized codebook with
universal background model) [17], GLDS-SVM (generalized
linear discriminant sequence kernel support vector machine)
system [18], GMM-SVM (Gaussian mixture model with sup-
port vector machine) [19], and GMM-JFA (Gaussian mixture
model supervector with joint factor analysis) [15]. These
studies on telephone speech also indicate vulnerability of the
current speaker verification systems under spoofing attack.

While there are reports on synthetic or converted speech
overcoming state-of-the-art speaker verification system, lis-
tening tests have shown that human can easily distinguish
natural speech from synthetic or converted speech. To enhance
the security of speaker verification system, a detector for
distinguishing converted speech and natural speech will be
necessary. In [20], the authors proposed to make use of the
differences in the relative phase shift between high quality
human and synthetic speech to differentiate synthetic from
natural speech. In that study, synthetic speech is assume to be
available for training the detector. In our previous work [21],
we proposed to use phase spectrum features to detect synthetic
speech. Two features were derived: cosine normalized phase
and modified group delay phase. We tested the features under
three different assumptions of the training data for the con-
verted speech detector: a) only GMM based converted speech
is available; b) only unit selection based converted speech
is available; ¢) no converted speech is available. When no
converted speech is available, we assume that the vocoder used
in the analysis and synthesis stages of the conversion system
is available and use the analysis-synthesis speech to train the
converted speech model.

In this study, we look into spoofing attacks simulated by
two conversion techniques: GMM based conversion [3], [4]



and unit-selection based conversion [22]. The two methods
are the popular voice conversion methods. To reduce the false
acceptance rate caused by spoofing attack, we then integrate
the converted speech detector with the speaker verification
system for anti-spoofing. The performance of GMM-JFA [23]
and probabilistic linear discriminant analysis (PLDA) systems
[24] are evaluated.

II. SPEAKER VERIFICATION SYSTEMS

In this study, we consider two state-of-the-art speaker ver-
ification systems: GMM-JFA and PLDA systems. The two
systems use the same acoustic front-end to extract acoustic
feature[15]. 12 dimensions MFCCs with delta and delta-
delta coefficients are computed via 27-channel mel-frequency
filterbank. Then RASTA filtering, energy-based voice activity
detection and utterance level cepstrum mean variance normal-
ization techniques are applied to the extracted MFCCs. So the
final feature vectors are 36-dimension MFCCs.

A. Joint factor analysis system

The GMM joint factor analysis (GMM-JFA) models in-
tersession and speaker variability in the GMM supervector
space [23]. GMM-JFA system decomposes a supervector for a
speaker into speaker-independent, speaker-dependent, channel-
dependent and residual components where each component is
represent by a low-dimensional set of factors via factor load-
ings. In this study, the GMM-JFA system uses 512 Gaussian
mixtures. The Gaussian mixture model is trained using the
HTK toolkit [25]. For score normalization, we use T-norm
followed by Z-norm (TZ-norm). NIST SRE 2004, NIST SRE
2005, MIXER 5 and Switchboard corpora are used to train the
eigenchannel, eigenvoice and diagonal models, as well as the
T-norm and Z-norm cohort models.

B. Probabilistic linear discriminant analysis system

Probabilistic linear discriminant analysis (PLDA) is a gener-
ative model which is similar to the JFA approach. Rather than
using GMM supervectors as the basis for factor modeling,
PLDA models i-vector distributions for speaker verification
[24], [26], and model session and speaker variability within the
i-vector space. The i-vector is a low-dimensional set of factors,
and it is used to represent speaker and channel variability
via factor loadings. The PLDA system also use 512 Gaussian
mixtures. NIST 2004 SRE, NIST 2005 SRE and Switchboard
corpora are used to estimate the total variability matrix (factor
loadings). An i-vector is extracted from each session of these
corpora for training the PLDA model. To deal with the non-
Gaussian behavior of the i-vectors, length normalization is
performed prior to train PLDA model [27]. The dimensionality
of the i-vector is empirically set to be 400.

III. VOICE CONVERSION METHODS

We study two different voice conversion techniques to
simulate the spoofing attacks. One is GMM-based conversion,
which trains a mapping function between source and target,
and requires a parallel corpus for training. The other technique

is unit selection based voice conversion technique, which does
not require training data from the source speaker. We will
introduce the two conversion methods briefly in this section.

A. GMM-based voice conversion

The most popular voice conversion method is based on joint
density Gaussian mixture model (GMM), which is originally
proposed in [4].

The training data of source speech contains N frames
of spectral vectors X = [x{,X5,...,%,,...,x\]", where
X, € R%, and the training data of target speech contains M
frames of spectral vectors Y = [y{,yq,..., ¥y, ¥l s
where y,, € R? For parallel data, we can use dynamic
time warping (DTW) algorithm to align source feature vec-
tors to their counterparts in the target; for non-parallel
data, non-parallel frame alignment method used in [28],
[15] can be adopted to obtain feature vector pairs Z =
[z{,25,...,2{,...,25] ", where z; =[x}, y,[]T € R*.

The joint probability density of X and Y is modeled by
GMM as in (1):
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ul(y)
are the mean vector and the covariance matrix of the multivari-
ate Gaussian density N (z| ul(z), El(z)), respectively. Given the
component [, wl(z is its prior probabilities with Zlel wl(z) =
1.

In the training phase, the GMM parameters A\(*) =
{wl(z),ugz),ill(z)ﬂ 1,2,...,L} are estimated using the
expectation maximization (EM) algorithm in maximum like-
lihood sense.

In the conversion phase, given a source speech feature
vector x, the joint density model is adopted to formulate a
transformation function to predict the target speaker’s feature
vector y = F'(x), as follows:

F(x) = E(ylx)

L
= S nx)(p + = (=F) x - ul)),
=1
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where p;(x) is the posterior probability of source vector x
belonging to the I*" Gaussian component.
The transformation function is applied to the source speech

feature vectors, then the converted feature vectors are passed to
speech synthesis vocoder to reconstruct audible speech signals.

B. Unit selection based voice conversion

In the GMM-based voice conversion method, both source
and target speech are required to estimate a transformation
function. For conversion of telephone speech, the transforma-
tion can be viewed as a joint shift of the speaker characteristic



and the channel factor. Since unit selection method directly
uses the target speaker’s voice to synthesize new speech, the
resulting speech frames match well the voice of the target
speaker.

In this study, we follow unit selection approach similar
to [22], while we use a simplified cost function for easy
implementation. The unit selection based voice conversion
method is described as follows.

Given target speech, we first extract feature vector from the
speech signal and obtain N frames target feature vectors Y =
[Y1,¥25--s¥Yn,---,¥n]- Then, given feature vector sequence
from source speaker, X = [x1,Xa,...,X¢,...,Xr|, we must
determine a vector sequence from target feature vector space to
best fit the given source vector sequence. Every frame x; from
the source vector sequence is paired up with the nearest feature
vector y; from the target feature vector space in Euclidean
distance sense.

After that, the paired feature vectors from the target space
are concatenated and passed to speech synthesis vocoder to
reconstruct an audible speech signal.

In the GMM-based voice conversion method, the trans-
formation function is derived from Gaussian mixture models
(GMM), and then the linear transformation is applied to the
spectrum parameters of the source speech frames. Although
GMM-based voice conversion techniques can generate speech
with acceptable quality, the transformation is not perfect, and
hence may not transform the source feature vector to the target
feature vector space. That is the reason why informal listening
tests show that the converted speech may not resemble the
target speaker, and the converted speech may sound like
another speaker who is neither the source speaker nor the target
speaker. On the other hand, for telephone speech conversion,
GMM-based conversion method can be viewed as a joint shift
of the channel factor and the speaker characteristics. While in
the unit-selection based conversion method, target speaker’s
feature vectors are directly used to synthesize the converted
speech, without changing the original spectral envelops. If
we consider the resulting speech as a collection of speech
frames regardless of the continuity and prosody of speech flow,
unit selection should produce speech that sounds closer to the
target speaker. Hence, it is expected that speaker verification
systems are more vulnerable to unit selection based conversion
technique.

IV. ANTI-SPOOFING ATTACK IN SPEAKER VERIFICATION

As converted speech can increase the false acceptance
rate of the speaker verification system, it would be useful
to incorporate a converted speech detector into a speaker
verification system.

A. Modified group delay phase

In our previous work [21], we have shown that natural
speech phase information is lost during the analysis-synthesis
step for some vocoder. Hence, phase information could be used
to detect converted speech. In this study, we use a modified

group delay phase spectrum [29] to capture the fine structure of
the group delay phase spectrum for converted speech detector.

Given a speech signal z(n), the modified group delay
(MGD) cepstral coefficients can be calculated as follows:

1) Compute the short-time Fourier transform (STFT) X (w)

and Y (w) of z(n) and nx(n), respectively.

2) Compute the smoothed spectrum S(w) of | X (w)].

3) Compute the MGD phase spectrum 7,(w) =

(Xr(@)Yr(w) + Yi(@) X))/ | Sw) 2.

4) Reshape the MGD phase spectrum 7, (w) =| 7, (w) |*

7y @)/ | 7o) |

5) Apply discrete cosine transform (DCT) to the MGD

phase spectrum.

6) Keep 12 cepstral coefficients, excluding the Oth coeffi-

cient.

In this study, we set o and v to 0.4 and 1.2, respectively,
which are optimized in our previous work [21]. The delta and
delta-delta coefficient of MGD cepstral coefficients are not
used.

B. Converted speech detector for anti-spoofing

To reduce the false acceptance rate of the speaker verifi-
cation system caused by spoofing attack, we incorporate an
anti-spoofing mechanism by using a converted speech detector
as shown in Fig. 1.

Claimed identity

Feature
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Speaker
verification

Accept
MGD phase
extraction

‘ Reject

Converted speech | Converted speech
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I

Fig. 1. A speaker verification system that incorporates an anti-spoofing
mechansim

In the proposed speaker verification system, we extract
MGD phase cepstral coefficients for converted speech detec-
tion. A claimed identity is accepted only if the speech is
accepted by the speaker verification test and it is detected as
human speech.

The converted speech detector is based on Gaussian mixture
model, and we make the natural or converted speech decision
based on the log likelihood ratio:

A(O) = IOg p(0|>\converted) - 1Og p(0|)\natural) (2)

where O is the feature vector sequence of a speech signal,
Aconverted aNd Apatural are GMM models for converted and
natural speech, respectively. The number of Gaussian compo-
nents of GMM is set to 512. The decision threshold is set to
have an equal error rate on the development set [21].

V. EXPERIMENTS
A. Data set

In this study, we use a subset of the verification trials in the
core task, 1lconvdw-1conv4w, of NIST SRE 2006. In this task,



there are 298 female and 206 male target speakers and 6,760
gender matched verification trials, including 3,978 genuine and
2,782 imposter trials, as summarized in Table 1.

TABLE I
SUBSET OF NIST 2006 SRE CORE TASK IN THE EXPERIMENTS.

[ | Female | Male [ Total |
Unique speakers | 298 206 504

Genuine trials 2,349 1,629 | 3,978
Impostor trials 1,636 1,146 | 2,782

We then design the spoofing corpus. Suppose we have the
key for each trial, in other words, we know whether a trial is
an impostor or a genuine test. We keep the speaker models
the same as that in the baseline speaker verification test,
but process the test utterances which are impostors through
voice conversion system. As a result, the 3,978 genuine trials
are kept as original, while the 2,782 impostor samples are
processed to sound like those of the target speakers through
corresponding conversion functions, which have been trained
in advance for different speaker pairs. To keep the utterances
used for training the speaker enrollment models and that for
training voice conversion functions disjoint, we make use of
the 3conv4w and Sconv4w training sections in the NIST SRE
2006 corpus for voice conversion function training.

For voice conversion, the feature extraction and waveform
reconstruction are done as follows. The sampling rate of the
speech files is 8,000 Hz. The speech signal is windowed using
25 ms Hamming window with a Sms shift. 30 dimension mel-
cepstral coefficients, which are used to represent spectrum, are
extracted using the Speech Signal Processing Toolkit (SPTK)
tool [30]. Only voiced frame are passed to the voice conversion
system. Fundamental frequency (FO) values are automatically
extracted using the robust algorithm for pitch tracking (RAPT)
[31]. FO conversion is done by equalizing the means and
variances of the source and target log-FO distributions. After
both spectral and FO conversion are done, SPTK tool is also
used to reconstruct waveform.

For synthetic speech detector, we randomly select 100
sessions of natural speech from training set for speaker verifi-
cation system to train the natural speech model A atural, and
the analysis-synthesis data of these 100 sessions is used to
train the converted speech model Aconverted- The duration of
each session is about 5 minutes conversational speech.

B. Results and analysis

1) Effect of spoofing attack: We first consider equal error
rate (EER) and MinDCF (using the cost parameters in the
SRE 2006 plan) of speaker verification systems under spoofing
attack. The equal error rate (EER) and MinDCF values are
presented in Table II. There are 3, 978 genuine trials for all
conversion techniques, 2, 782 converted impostor trials for
both GMM conversion and unit-selection conversion, and 2,
782 impostor trials for baseline which has no conversion. We
find that both EER and MinDCF are increased because of
spoofing attack. We also note that both GMM-JFA and PLDA

are more vulnerable to unit-selection based conversion than
GMM-based conversion.

TABLE II
PERFORMANCE OF GMM-JFA AND PLDA UNDER SPOOFING ATTACK
USING TWO DIFFERENT VOICE CONVERSION TECHNIQUES.

Equal error rates (EER %) 100 x MinDCF

Voice conversion GMM-JFA PLDA GMM-JFA  PLDA

Baseline (No conversion) 3.24 2.99 1.57 1.54
GMM conversion 7.61 6.77 3.49 2.76
Unit-selection conversion 11.58 11.18 5.98 3.89

As we only manipulate the imposter trials of the corpus,
such a spoofing attack will only affect the false acceptance
rate. In real world application, we typically set the decision
threshold for EER and MinDCF on a development set of data.
Let us use the original baseline data as the development set.
So that we set the decision thresholds on the original baseline
data, and then apply these fixed thresholds to the converted
data. The false acceptance rates (FAR) on the spoofing data
using the two different conversion are reported in Table III.
We note that the FARs of the speaker verification systems are
increased to unacceptable level under spoofing attacks.

TABLE IIT
EFFECT OF SPOOFING ATTACK ON FALSE ACCEPTANCE RATE (FAR %).
SPEAKER VERIFICATION DECISION THRESHOLD IS SET TO EER POINT ON
THE BASELINE CORPUS.

Voice conversion GMM-JFA | PLDA

Baseline (No conversion) 3.24 2.99

GMM conversion 17.36 19.29

Unit-selection conversion 32.54 41.25
TABLE IV

EFFECT OF ANTI-SPOOFING ATTACK TO FALSE ACCEPTANCE RATE (FAR
%). SPEAKER VERIFICATION DECISION THRESHOLD IS SET TO EER POINT
ON THE BASELINE CORPUS.

Voice conversion GMM-JFA | PLDA
Baseline (No conversion) 3.13 2.88
GMM conversion 0.0 0.0
Unit-selection conversion 1.64 1.71

2) Effect of anti-spoofing: Then, we evaluate the perfor-
mance of proposed anti-spoofing attack framework which is
presented in Fig. 1. The results are shown in Table IV, which
are comparable with those in Table III. With the converted
speech detector as a post-processing module for acceptance
decision made by speaker verification system, the false ac-
ceptance rates are reduced to 0.0% for both GMM-JFA and
PLDA under GMM conversion attack. And FARs are reduced
from 32.54% and 41.25% to 1.64% and 1.71% of GMM-
JFA and PLDA, respectively, under spoofing attack simulated
by unit-selection conversion. While the performance of the
baseline system without spoofing attack is not affected. We
note that in Table IV, it does not mean that GMM conversion
or unit-selection conversion gives smaller FARs than baseline
which has no conversion, as there is no impostor trials in the
GMM conversion or unit-selection conversion data sets, only
has genuine trials and converted impostor trials.



VI. CONCLUSIONS

In this study, we first evaluated the vulnerability of two
state-of-the-art speaker verification system to imposture using
two voice conversion techniques. Experiments on telephone
speech have indicated that voice conversion techniques could
break down the state-of-the-art speaker verification systems:
GMM-JFA and PLDA systems. The false acceptance rates of
GMM-JFA and PLDA systems deteriorated to an unacceptable
level for real application.

To manage the false acceptance rate and to enhance the
security the speaker verification system, we proposed to inte-
grate a converted speech detector with the speaker verification
systems as presented in Fig. 1. The converted speech detector
is based on phase spectrum feature, by assuming that the
vocoder, which is used in analysis and synthesis of voice
conversion system, is available. This may not be true in real
situation. If a vocoder uses natural phase information in the
synthesis step, our converted speech detector may not work.
To enhance the converted speech detector, we will investigate
vocoder independent features for training the converted speech
detector in future.
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