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ABSTRACT

Traditional outlier detection methods create a model for data and then label as outliers for objects that
deviate significantly from this model. However, when dat has many outliers, outliers also pollute the
model. The model then becomes unreliable, thus rendering most outlier detectors to become ineffective.
To solve this problem, we propose a mean-shift outlier detector. This detector employs a mean-shift tech-
nique to modify data and cancel the bias caused by the outliers. The mean-shift technique replaces every
object by the mean of its k-nearest neighbors which essentially removes the effect of outliers before clus-
tering without the need to know the outliers. In addition, it also detects outliers based on the distance
shifted. Our experiments show that the proposed method works well regardless of the number of outliers
in the data. This method outperforms all state-of-the-art methods tested, with both real-world numeric
datasets as well as generated numeric and string datasets.
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1. Introduction

Outliers are objects that deviate from typical data [1]. Strong
outliers [1] are considered anomalies, which are expected to be de-
tected and analyzed further. They can represent significant infor-
mation and need to be detected critically in many applications
such as earth science [1], fraud detection [1-3], intrusion detec-
tion [1,2], medical diagnosis [1,2], data cleaning [1,2], biological
sequences [4,5], abnormal events from images [6-8] and videos
[9,10], and traffic movement patterns [1,11]. They can also affect
statistical analyses that are based on significance tests [12]. Weak
outliers [1] are considered noise, which may harm data analysis
such as clustering. In any case, regardless of strong or weak, out-
liers need to be detected.

In clustering, the detection and removal of outliers can be con-
sidered a preprocessing step. The idea is to clean the data from
outliers that might affect the quality of cluster analysis. Another
approach is to perform the clustering first and then label those
objects as outliers that fail to fit into any cluster; see Fig. 1. An
example of this kind of approach is DBSCAN [13]. However, this is
a chicken-and-egg problem. Removing outliers can potentially im-
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prove clustering; on the other hand, performing clustering first
would facilitate outlier detection.

Outlier detection consists of two main steps: scoring and
thresholding. Generally, outlier detection approaches can be cat-
egorized into global and local outlier models based on how the
reference set is constructed [14]. The reference set for an object
is a set of the other objects used to model and calculate its out-
lier score. Global methods use all data objects as the reference
set, whereas local methods use only a small subset of objects. The
scores obtained are then sorted, and data objects with the high-
est scores are labelled outliers. The rest are labelled normalities. A
decision on how many outliers are detected can be made in two
ways. The Top-N approach uses a priori knowledge of the num-
ber of outliers and marks exactly the given number of the high-
est scoring objects as outliers. A more realistic approach is to de-
rive a threshold from the statistical distribution of the scores, with
techniques, such as standard deviation (SD) or two-stage threshold-
ing (2T) [15].

Computing outlier scores relies on the choice of the reference
objects in the dataset. K-nearest-neighbors (k-NN) based outlier de-
tectors use neighbor objects as the reference and tune the size of
the neighborhood by setting the value of k. However, when the
number of outliers is large, most traditional detectors become in-
effective. The reason is that many objects in the reference set are
also outliers. In this case, relying merely on the original data to
form the reference set is insufficient.

0031-3203/© 2021 The Authors. Published by Elsevier Ltd. This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/)
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Fig. 1. Different approaches of dealing with outliers in clustering [16]: (1) ignore,
(2) remove outliers in a preprocessing step, (3) detect outliers from the clustering
result, (4) the mean-shift approach proposed.
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Fig. 2. Results for the random swap clustering algorithm after each mean-shift iter-
ation on dataset A1 with 8% of outliers. Red points are the predicted cluster centers,
and blue points are the ground truth cluster centers. (For interpretation of the ref-
erences to colour in this figure legend, the reader is referred to the web version of
this article.)
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Fig. 3. Outlier scores (y axis) of the mean-shift (MOD) proposed for dataset A1 with
16% of outliers: normal data points (gray) and outlier points (blue). (For interpreta-
tion of the references to colour in this figure legend, the reader is referred to the
web version of this article.)

In this paper, we propose a novel outlier detection method. The
key idea is to apply mean shift (alternatively medoid-shift) as a
preprocessing step. We find the k-NN for every object in the data
and then replace the original object by the mean value (or medoid)
of its k-NN. This process can be iterated a few times. An example is
shown in Fig. 2, where we can observe improved clustering results
on data preprocessed by mean shift.

We can utilize the result of mean shift in two ways. The first is
to consider the shift merely as a preprocessing step that smooths
the data based on neighborhood analysis. The second is to calcu-
late the distance of the movement, i.e. the distance between the
original object and its shifted version. This distance is defined as
the outlier score. The larger the movement is, the more the object
deviates from its neighborhood. Preliminary results of these two
approaches have been presented in conferences: used as prepro-
cessing before clustering [16], and as outlier detector [17]. For an
example of the outlier scores provided by this approach, see Fig. 3.

Two variants are considered. In the mean-shift outlier detector
(MOD) method, mean shift uses the mean value of the neighbor-
hood. On the other hand, the medoid-shift outlier detector (DOD)
method uses medoid, which is known to be more robust on noise
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or outliers. In data with many outliers, the reference set may con-

tain more outliers than normalities. We therefore consider the ex-

tended neighborhood called the extended reference set, which in-

cludes objects both from the original dataset and their shifted ver-

sions. These revised variants are denoted as MOD+ and DOD+.
The contributions of this paper are as follows:

» The introduction of two variants, MOD and DOD; preliminary
versions of these appear in [17]

+ The idea of using an extended reference set leading to two im-
proved variants, MOD+ and DOD+

- Extensive comparison with 11 baseline outlier detectors

« A wider set of experiments with 18 datasets including multidi-
mensional, string, and real-world datasets.

The proposed outlier detection methods can be applied not only
to numeric data with Euclidean distance but also to string data
with edit distance. String data is challenging for k-NN-based anal-
ysis because of its high dimensionality (length of the string) and
the discreteness of the edit distance measure. This measure is lim-
ited to integer values and takes only a few distinct values in a local
neighborhood.

The rest of the paper is organized as follows. Existing work is
briefly reviewed in Section 2. The proposed method is then intro-
duced as a preprocessing step in Section 3 and applied for outlier
detection in Section 4. Experiments are given in Section 5 and their
results are shown in Section 6. Conclusions constitute Section 7.

2. Existing work

Outlier detectors can be categorized based on how the refer-
ence set is constructed [14]. A common approach is to calculate k-
NN as the reference set. Here, we will discuss eleven well-known
state-of-the-art outlier detectors, of which five are based on k-NN.

Distance-based outlier detectors [18-20] assume that outliers
are far away from their neighbors. The detector in [18] calculates as
an outlier score the distance between an object and its k™ neigh-
bor. This detector is called KNN. A variant in [19] calculates the
average distance to all its k-NNs. Instead of using k-NN, the de-
tector in [20] defines a distance threshold and then counts objects
within the given distance to the object. This count then serves as
the outlier score.

Outlier detection using indegree of nodes (ODIN) in [19] also uses
the k-NN graph. Instead of the distances, it counts how many times
the object is considered as a neighbor by other objects and then
uses this count as outlier score. The relationship of neighborhood
corresponds to the indegree of a vertex in the corresponding k-NN
graph.

As defined in [21], Reverse unreachability (NC as defined in [21])
is a representation-based detector. An object is represented by a
linear combination of its k-NNs. This representation provides a
weight matrix of how much each neighbor contributes. In the case
of outliers, negative weights might be needed to represent the ob-
ject. The number of negative weights is the outlier score.

Density-based detectors assume that the density of outliers is
considerably lower than that of their neighbors. Local outlier factor
(LOF) [22] calculates the relative density of an object to its k-NN
and uses this as an outlier score. According to [23], LOF was the
best detector among 12 k-NN-based detectors.

Some detectors are based on statistical analysis. They have the
following assumption: norm objects follow the same distribution,
whereas outliers do not. Minimum covariance determinant (MCD)
[24] looks for 50% objects with the smallest scatter. The outlier
score is the distance between an object and the center of these
50% objects.

While other detectors rely on distance or density, Isolation-
based anomaly detection (IFOREST as defined in [25]) [25] con-
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structs a tree of the dataset. It randomly selects a value between
the minimum and maximum of a randomly selected feature and
using this value, recursively splits the data. To reduce the effect
of randomness, the process is repeated several times. The average
path length of an object defines its outlier score.

Support vector machines (SVMs) can recognize patterns in data
and can be used in the classification task. One class support vector
machine (OCSVM) [26] trains the support vector model by treating
all objects as one class. The outlier score is the distance between
an object and the model. SVMs are also used to extract features to
detect outliers in [27].

Principal component analysis (PCA) is an established technique
in data mining. Using PCA, the variance and structure of the data
can be extracted. It works by extracting the principal features of
the dataset. PCA has been applied as preprocessing before clus-
tering, for high-dimensional data [28]. It has also been used for
outlier detection tasks. The principal component analysis-based out-
lier detection (PCAD) method [29] computes the projection of an
object on the eigenvectors. It uses the normalized reconstruction
error between the projected object and its original as the outlier
score.

Angle-based outlier detection (ABOD) [30]| analyzes the angles
between an object and the remaining objects. The outlier score is
the variance of the angles. It can overcome the so-called “curse
of dimensionality” in high-dimensional data which is better than
distance-based measures [30].

Compared to PCAD, which merely considers the top eigen-
value/eigenvector, quantum entropy scoring (QES) [48] considers all
the eigenvalues >>1 in high-dimensional data. QES penalizes any
object that is causing a large eigenvalue in any direction; it thus
tries to find a distribution containing information about as many
outlier directions as possible.

Multiple-objective generative adversarial active learning (MO-
GAAL) [49] is an unsupervised outlier detection method mainly for
high-dimensional data. It is based on a neural network, which is
trained on a binary classification task to classify its generative data
and real data. Thereafter, this trained neural network will assign
possibilities to objects in real data as outlier scores and thus pre-
dict the real data.

These existing methods fall into two groups: local detectors (k-
NN-based), and other detectors. The first group includes LOF, ODIN,
NC, KNN, and ABOD. The second group contains MCD, IFOREST,
OCSVM, PCAD, QES, and MO-GAAL. However, in all the said meth-
ods, the outlier objects in the reference set bias the outlier scores,
especially for datasets containing large numbers of outliers.

3. Outlier filtering

In this work, we propose a simple but effective method for out-
lier filtering based on mean shift. These methods are mean-shift
outlier detector (MOD), and its counterpart is medoid-shift outlier
detector (DOD).

3.1. Mean-shift process

The mean-shift process works locally by analyzing the neigh-
borhoods of objects, using k-NN. This method replaces every object
by the mean of its k-NNs, forcing objects to move towards denser
areas. The distance of the movement can serve as evidence of be-
ing an outlier. An object with a bigger movement is more likely to
be an outlier. The mean-shift process is shown in Algorithm 1.

This idea is closely related to mean-shift filtering used in image
processing [31] and to the mean-shift clustering algorithm [32].
Mean-shift filtering takes pixel value and its coordinates as the
feature vector, and it transforms each feature vector towards the
mean of its neighbors. The method has been proven to be useful in
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Algorithm 1 Mean-shift process (MS (X, k, I)).

Input: Dataset X, neighborhood size k, iterations I
Output: Modified X*
REPEAT I TIMES:
FOR X; eX:
k-NN(X;) < Find its k-nearest neighbors €X;
M; < Calculate the mean of the neighbors k-NN(X;);
X*; < M; (replace x; by the mean M;), X*; eX*;
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Fig. 4. Effect of the mean (left) and medoid (right) with two sample points in a
neighborhood with outliers [16].

detecting fingerprint and contamination defects in multicrystalline
solar wafers [33]. This idea also resembles the low-pass and me-
dian filtering used for image denoising.

3.2. Mean or median?

Both mean and median have been used in the mean-shift clus-
tering concept [32,34]. Mean can be used when dealing with nu-
meric data. However, its main disadvantage is that it can cause a
blurring effect; outlier objects bias the calculation of the mean of
clean objects. The median is less sensitive to this bias because a
single outlier object in the neighborhood may not affect the calcu-
lation of the median at all. Therefore, it has lesser effect on clean
objects. Another benefit of the median is that when repeated un-
til converging, it can reach the root signal [35]. However, it is un-
clear how the median can be computed in multidimensional data.
To improve this point, we use the medoid, which is the object in
a set that has the minimum total distance to all the other objects
in the set. A disadvantage of the medoid is that its calculation can
be time-consuming. An example of using the mean and medoid is
shown in Fig. 4.

3.3. Mean-shift outlier filtering

The mean-shift process has been applied for outlier filtering in
[16]. The idea is to apply Algorithm 1 and modify the data so that
the effect of outliers is minimized. Being an implementation as
a separate preprocessing step, it is therefore independent of the
choice of clustering method. This process can be iterated several
times for a stronger outlier removal effect. The number of itera-
tions is the parameter. Based on our experiments in Section 6.3,
for typical clustering data, three-iterations is the best choice.

This iterative variant is similar to the ORC algorithm [36] which
iteratively removes the most remote objects in each cluster. The
difference is that, in ORC, outliers are chosen based on the dis-
tance to their cluster centroid in the intermediate clustering solu-
tion. Therefore, if the cluster is not yet correctly determined, ob-
jects can be falsely removed.

In our method, instead of relying on the clustering process, we
remove objects based on their local neighborhood. Fig. 5 demon-
strates this process. A small number of outlier points can form
a cluster (Fig. 5), and the distances between the outlier points
to the centroid can be very small. ORC will therefore falsely re-
move normality points that have bigger distances to their cen-
troids. Fig. 5 shows an example in which despite 90 iterations, the
outliers still remain. ORC on the other hand has by then removed
a lot of normality points.
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Fig. 5. Example of the iterative process of ORC (up) and the mean shift proposed
(down) on a part of dataset A1 with 8% outliers.

Algorithm 2 Mean-shift outlier detector (MOD (X, k)).

Input: Dataset X, neighborhood size k

Output: Outlier score S

Y « MS(X, k, 3) (Algorithm 1);

FOR X; eX:
Si<|Xi-Yil Y€y S €S,

4. Outlier detection

The idea of using mean shift is next applied to outlier detec-
tion. The mean-shift process here (Algorithm 1) is the same as for
outlier filtering, but instead of only modifying objects, we calculate
their outlier scores.

4.1. Mean-shift outlier detection

Mean-shift clustering [32] iterates the mean-shift process un-
til convergence to clustering data. In [37], mean-shift clustering is
applied first, and clusters having objects less than the threshold
value are treated as outlier clusters. We apply the same process,
but we do not cluster the data. Instead, because we aim at finding
outliers, we use the processing result merely for analysis purposes.
Specifically, we compare the location of the object before and after
shifting. This difference is defined as the outlier score.

The pseudo-code of the method is summarized in Algorithm 2.
We can see that the reference set contains both the original data
in X and the modified data in Y. An example of the outlier scores
is given in Fig. 6. Compared to [37], the proposed method differs

Iterate 3 times
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Fig. 6. Example of MOD with parameters k = 4 and iterations =1. The outlier score
is calculated as the distance of the original object (blue point) from its mean-shifted
version (red point). The point below has a clearly bigger outlier score (203) than the
point above does (12). (For interpretation of the references to colour in this figure
legend, the reader is referred to the web version of this article.)
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Fig. 7. K-NN before and after the mean-shift process on a part of dataset A1 with
8% of outliers. The black line shows the process of shifting of the red point. The
dashed line shows the distance of the neighbors before and after shifting (blue
crosses). The outlier score of the red point is the sum of the shifting distances of its
neighbors: 10+1149 + 8 + 7 = 45. (For interpretation of the references to colour
in this figure legend, the reader is referred to the web version of this article.)
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Fig. 8. Outlier score of objects (top row). Detected outliers are marked by blue dia-
monds (below row). MOD (left column) has local variations and fails to detect sev-
eral outliers in the rectangle while MOD+ (right column) can detect most outliers
correctly. (For interpretation of the references to colour in this figure legend, the
reader is referred to the web version of this article.)

in three ways. First, the motivation in [37] is merely clustering
while the techniques proposed here aim at detecting outliers in
general. Second, the method in [37] applies the mean-shift process
until convergence while the techniques proposed apply it only for
a few iterations. Finally, instead of only modifying the data, the
techniques proposed also provide outlier scores for objects.

4.2. The extended reference set

When data abounds with outliers, using k-NN as the reference
set can bias results. Having many outliers in the same neighbor-
hood can cause outliers to form fake clusters. As a result, some
outliers can have only a small movement when their neighbors are
equally distributed everywhere around them. However, this is un-
likely to happen to all points.

To overcome this problem, we extend the reference set by in-
cluding not only the nearest neighbors themselves but also their
shifted versions, see Fig. 7. If the neighbors are also outliers, many
of them are likely to be shifted by a greater distance towards the
fake cluster. This effect is enough to remove the potential bias in
areas with many outliers.

Fig. 8 and Fig. 9 demonstrate the effect of applying the ex-
tended reference set. While MOD fails to detect the objects in the
black rectangle in these figures, the extended reference set suc-
ceeds in doing so. Another example is point a in Fig. 9. It is shifted
only by a short distance to point A because the nearest neighbors
are evenly distributed around point a.

To improve these situations, we extend the reference set by in-
cluding not only the original k-NN neighbors but also the modified
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Fig. 9. Original points (red) and their shifted versions (blue) are connected by gray
lines. Point a is shifted only a short distance to point A, resulting in a low outlier
score. MOD+ computes the outlier score as the sum of the movement of point a
with that of its three nearest neighbors (point b, ¢, and d). The outlier score, there-
fore, becomes bigger. (For interpretation of the references to colour in this figure
legend, the reader is referred to the web version of this article.)

Algorithm 3 Mean-shift outlier detector + (MOD+ (X, k)).

Input: Dataset X, neighborhood size k

Output: Outlier score S

Y <« MS(X, k, 3) (Algorithm 1);

FOR X; eX:
k-NN(X;) < Find k-nearest neighbors of X;;
Si<—Xi-Yil+ X;|X -Vl Xj ek-NN(X;), Y; €Y, S; €S;

k-NN neighbors after the mean shift. The extended reference set,
therefore, contains more information from the data. This feature
makes it more robust in the case of data with many outliers. The
variants of MOD and DOD use the extended reference set (MOD+
and DOD+); these variants are summarized in Algorithm 3.

The outlier score of an object is calculated here as the sum of
the shifting distances of both the object and its k-NNs. MOD+ as-
sumes that the possibility of an object being an outlier can be cor-
rected or enhanced by considering its neighbors. An example of
the difference between MOD and MOD+ is shown in Fig. 9. We
can see MOD fails to detect many outliers while MOD+ succeeds.
Point a in Fig. 9 shows how MOD+ can increase the possibility of
a point being an outlier by considering its neighbors’ movement.
After we sum up its movement with that of its neighbors, point a
has a much bigger outlier score than the previous, thus reflecting
its possibility of being an outlier better.

4.3. String data

K-NN-based methods rely on distance calculations; therefore,
they can straightforwardly be applied to string data as well. To
calculate the distance between strings, we used the well-known
edit distance. However, complications arise when we need to cal-
culate the mean, which is not obvious in non-numeric spaces. For
this reason, we use the medoid within the proposed method. The
medoid is the object with the minimum total distance to all other
objects in the k-nearest neighborhood. The following methods are
applicable for strings: KNN, ODIN, DOD, and DOD+.

Fig. 10 shows an example of the process and the correspond-
ing result. For example, the word ysys is shifted to the word finan.
Their edit distance is 5; hence, the outlier score of ysys is 5. Simi-
larly, denmark is shifted to the word denmark itself; hence, the edit
distance is 0, and the corresponding outlier score is 0.

4.4. Discussion

K-NN-based methods [19-22, 30] differ in how they use k-NN
information. The KNN detector [18] can be considered as a spe-
cial case of our method but with one iteration of mean shift. Our

Pattern Recognition 115 (2021) 107874

Original 1 iteration | 2 iteration | 3 iteration Outlierscore
denmrark denmrark: 1
denmarkqll denmark denmark: 0
demarki denmark denmark | denmarkqll: 3
denmark demarki demarki: 2
finland finland: 2
finlad finan finlad: 2
vipand finan: 0

woai .

vipand: 3
finan finlad finan ysys: §
shishi woai finan woai: 4
ysys shishi woai shishi: 5

Fig. 10. An example of medoid-shift outlier scores with k = 3 when using edit
distance for strings from the Countries dataset. The arrows show the medoid-shift
process. The outlier scores are calculated as the edit distance between the strings
before and after three iterations of the medoid shift. Black strings are the original
(normalities) and the red strings outliers.

method differs from it in three aspects. First, we iterate mean shift
multiple times; second, we also consider the medoid instead of
just the mean. Finally, our method can be applied also as a prepro-
cessing technique; in this way, it can avoid the need for threshold
selection [15]. From this perspective, the proposed method is more
general than other methods based on k-NN.

We also note that the concept of mean shift [50] has also been
introduced in the classical least squares in regression when han-
dling outliers [51-54]. However, this mean shift [50] is a concept
totally different from the mean-shift process we have adopted from
[31,32,34]. In [50], mean shift is used as a name of a parameter
specific to each observation in the regression function. If the value
of the parameter is non-zero, the observation associated with the
parameter is an outlier. The technique proposed in [50] is specific
to regression tasks with sequential data and it directly outputs la-
bels other than outlier scores for outliers and normalities. It does
not generalize high-dimensional data and cannot be applied here.

5. Experimental set-up
5.1. Methods

First, we tested the proposed mean-shift outlier filtering algo-
rithm as a preprocessing method with two clustering algorithms:
k-means [38] and random swap [39]. Both algorithms minimize
sum-of-squared errors. The first one is commonly used but does
not always find the correct clustering, even with clean data. The
second one does find the correct results with all datasets tested
with clean data. In the case of data with outliers, all errors in
the clustering are caused by outliers. We compared the proposed
method to the outlier detectors from Section 2, summarized in
Table 1. ABOD, QUE, and MO-GAAL are compared with high-
dimensional data, for which they were mainly developed.

Table 1
BASELINE OUTLIER DETECTORS.

Method Type basis Data Publication and year
KNN [18] Distance N/S ACM SIGMOD, 2000
LOF [22] Density N ACM SIGMOD, 2000
ODIN [19] Graph N/S ICPR, 2004

NC [21] Representation N IEEE-TNNLS, 2018
MCD [24] Statistical N J. A. Stat. Assoc, 1984
IFOREST [25] Tree N TKDD, 2012

OCSVM [26] SVM N Neural computation, 2001
PCAD [29] PCA N ACM, 2000

ABOD [30] Angle N KDD, 2008

QES [48] Entropy N NeurlIPS, 2019
MO-GAAL[49] Neural network N IEEE-TKDE, 2020
DOD/MOD [16,17]  Shifting N/S, N  ICAISC, FSDM, 2018
DOD+/MOD+ Shifting N/S, N  Proposed

N = numeric data, S = string data.
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Table 2

DATASETS GENERATED.
Dataset name Data size Cluster Dim  Type
S1-S4 5000 15 2 Numeric
A1-A3 3000-7500 20, 35,50 2 Numeric
B1-B2 100,000 100 2 Numeric
Unbalance 6500 8 2 Numeric
XOR 2000 4 2 Numeric
Countries/N 2400 48 - String

REAL-WORLD DATASETS FOR OUTLIER DETECTION

Dataset name Data size Outliers Dim  Outlier object
KDD-Cup99 60,632 246 38 Network attack
Stamps 340 31 9 Forged stamps
PageBlocks 5473 560 10 Pictures or graphics
Pima 768 268 8 Patients
Arrhythmia 450 206 259 Affected patients
Parkinson 195 147 22 Patients

2000 250
'%. ‘000

000 250; 5 A
unbalance XOR 70

Fig. 11. Two-dimensional datasets used in the experiments.

5.2. Datasets

We used 11 clustering datasets, as shown in Table 2. For a vi-
sualization of the 2-D datasets, see Fig. 11. The S sets have vary-
ing levels of cluster overlap; the A sets have varying numbers of
clusters. The B sets have varying shape; the unbalance and XOR
datasets [40] have clusters with different densities. Most of these
datasets can be found in the basic clustering benchmark in [41];
the XOR dataset originates from [40]. All these datasets are avail-
able on the web.!

The Countries® dataset contains modified copies of the names
of the 48 European countries. The modifications are random insert
and delete operations. The number of operations is 30%, so the
resulting strings can still be identified with some effort. Outliers

1 http://cs.uef.fi/sipu/datasets/
2 http://cs.uef.fi/sipu/string/countries/

Pattern Recognition 115 (2021) 107874

= Outliers -

‘ ‘9# '.4, Normal

points

Fig. 12. Part of dataset S1 with 8% (left) and 128% (right) of outliers. Gray points
are normalities, and red points are outliers. (For interpretation of the references to
colour in this figure legend, the reader is referred to the web version of this article.)

are then added by generating fake strings so that their length and
character distribution resembles those of the real country names,
but their content has no intelligible meaning. Experiments with
10%, 20%, 30%, and 40% of outliers are then tested.

In addition to these artificial datasets, we used six public real-
world semantically meaningful datasets from [23], summarized in
Table 2. We removed duplicates and scaled every attribute by sub-
tracting the mean and dividing by standard deviation. The dimen-
sions vary from 8 to 259.

5.3. Measurement

We evaluated the clustering results by using the centroid in-
dex (CI) [42]. It is a cluster-level measurement, which counts the
number of wrongly located clusters. The value CI=0 indicates that,
at the cluster level, the clustering is correct with respect to the
ground truth. We evaluated outlier detection methods by using
the receiver operating characteristic (ROC), a 2-dimensional plot of
the true-positive rate against the false-positive rate, over varying
thresholds. The curve can also be summarized by a single value
known as the area under the curve (AUC), which ranges between
0 and 1. A perfect ranking of database objects would result in an
AUC value of 1, and the worst possible ranking would produce a
value of 0.

5.4. Outlier model

Our method does not rely on any assumption of the distribu-
tion of outliers. For simplicity, we use uniformly distributed ran-
dom outliers added to the A, B, S, Unbalance, and XOR datasets.
Random values are generated in each dimension between [Xmean-
2-range, Xmean+2-range], where Xmean is the mean of all data
points, and range is the maximum distance of any point from the
mean: range = mMax (|Xmax- Xmean|, |Xmean- Xmin|). An example of a
dataset with outliers is shown in Fig. 12.

6. Results and discussion

The experimental results are summarized in Tables 3-9. Clus-
tering results are also shown in Table 3. Tables 4,5,6, and 7 sum-
marize outlier detection results. The relationships between the per-
centage of outliers and the number of shifting iterations are sum-
marized in Table 7 and 8 and Fig. 13. The running times of the
algorithms are summarized in Table 11.

6.1. Clustering results

Clustering results are summarized in Table 3. Neighborhood size
is fixed at k = 30, and Top-N is fixed at half of the number of
outliers. For example, with 8% of outliers, we select the top 0.04*N
points with the highest outlier score as outliers.

For the results in Table 3, we have several observations. First, all
datasets can be perfectly clustered when using the better random
swap algorithm if there is no outlier (CI=0 for 0% of outlier). When


http://cs.uef.fi/sipu/datasets/
http://cs.uef.fi/sipu/string/countries/

J. Yang, S. Rahardja and P. Franti

Table 3
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SUMMARY OF THE CLUSTERING RESULTS WITH DIFFERENT PERCENTAGE OF OUTLIERS. THE NUMBERS ARE AVERAGE CI VALUES FOR THE 2-D CLUSTERING

DATASETS IN TABLE 2.

RANDOM SWAP
The percentage of outliers

Type Method 0% 0.025% 0.5% 1% 4% 8% 16% 32% 64% 128% Avg.
None None 0.00 1.36 2.55 3.82 5.18 7.64 10.09 12.45 14.27 17.73 20.45 9.55
Outlier filterin DOD 0.18 0.36 2.18 1.64 2.55 4.27 6.55 9.73 13.09 16.18 19.73 7.63
J MOD 0.18 0.18 1.00 1.64 2.45 4.00 6.00 9.82 12.91 16.36 19.64 7.40

LOF - 0.73 1.36 2.64 4.00 6.73 9.64 13.27 16.27 19.73 23.18 9.76

ODIN - 1.18 2.36 3.27 5.09 7.45 9.55 12.55 15.82 18.27 20.73 9.63

NC - 1.73 2.18 3.27 4.64 7.18 9.55 12.73 15.64 17.82 20.64 9.54

Outlier removal KNN - 0.27 1.00 1.73 2.91 3.36 5.73 8.45 11.82 15.18 18.27 6.87
MCD - 0.91 1.55 2.27 3.64 4.91 6.82 8.64 10.55 13.64 16.18 6.91

[FOREST - 1.91 2.45 3.18 4.55 6.09 7.73 9.55 12.00 13.73 15.64 7.68

0CSVM - 1.55 2.18 2.73 4.09 5.73 7.73 8.45 10.91 12.27 12.36 6.80

PCAD - 1.73 2.55 3.45 4.73 6.64 7.27 9.09 11.18 12.91 14.64 7.42

K-MEANS
The percentage of outliers

Type Method 0% 0.025% 0.5% 1% 4% 8% 16% 32% 64% 128% Avg.
None None 3.27 3.64 4,73 5.00 491 4,73 7.45 9.27 11.36 14.73 18.55 8.44
Outlier filterin DOD 5.55 4.27 3.73 3.18 4.64 5.00 6.00 7.27 8.91 13.09 15.73 7.18
J MOD 5.45 3.64 3.91 4.09 4.45 5.64 6.45 7.27 10.18 12.82 16.18 7.46

LOF - 3.73 3.36 3.73 491 5.36 9.36 9.36 12.73 17.45 20.55 9.06

ODIN - 3.91 3.91 4.82 4.36 6.09 9.36 8.73 11.91 14.91 18.73 8.67

NC - 3.36 4.09 4.45 4.55 6.27 9.36 9.00 12.27 15.09 19.91 8.84

Outlier removal KNN - 3.45 4.00 4.18 4.55 5.45 6.55 7.45 9.00 11.73 16.09 7.25
MCD - 3.00 4.09 4.36 491 5.00 5.36 6.73 8.55 11.09 14.73 6.78

[FOREST - 2.00 2.45 3.09 4.45 6.27 7.36 9.45 11.36 13.36 15.45 7.53

0CSVM - 1.55 2.18 2.91 4.45 5.82 7.64 8.82 10.55 11.91 12.36 6.82

PCAD - 1.73 2.45 2.82 4,55 6.27 7.55 9.73 11.27 12.82 14.82 7.40

Table 4

BEST AUC FOR REAL-WORLD DATASETS WITH k RANGING FROM 2 TO 100.

Dataset (outliers)  KDD. (0.4%)  Stamps (9.1%)  Page. (10.2%) Pima (34.9%)  Arrh. (45.8%)  Parkinson (75.4%) AVG

DOD+ 0.98 0.94 0.91 0.78 0.73 0.71 0.84

MOD+ 0.99 0.94 0.91 0.76 0.74 0.68 0.84

DOD 0.78 0.92 0.89 0.71 0.74 0.71 0.79

MOD 0.99 0.90 0.91 0.68 0.74 0.67 0.82

LOF 0.84 0.89 0.91 0.69 0.73 0.61 0.78

ODIN 0.81 0.83 0.79 0.63 0.72 0.53 0.72

NC 0.69 0.68 0.70 0.57 0.67 0.61 0.65

KNN 0.99 0.91 0.92 0.73 0.74 0.64 0.82

ABOD 0.78 0.73 0.75 0.68 0.71 0.61 0.71

MCD 0.97 0.85 0.92 0.68 0.72 0.65 0.80

IFORES. 0.99 0.86 0.90 0.67 0.76 0.49 0.78

0CSVM 0.99 0.87 0.91 0.62 0.74 0.36 0.75

PCAD 0.99 0.90 0.90 0.63 0.73 0.38 0.76

QES 0.96 0.89 0.77 0.60 0.66 0.36 0.71

MO-GAAL 0.85 0.38 0.25 0.69 0.47 0.75 0.57
Table 5 However, with outliers present in the data, the performance dif-
?(EST AUC FOR THE COUNTRIES DATASET WHEN K RANGES FROM 2 TO ference of the clustering algorithms disappears, and both random
: swap and k-means produce very similar results. The more outliers
The percentage of outliers in the data, the more the clustering result deteriorates. With 8% of
Method 10% 20% 30% 40% outliers, we already have errors with 10 clusters (CI=10.09), on av-

. H 0
ek ek ek ek erage; when the percentage of outliers reaches 128%, errors double
(C1=20.45).

ggng ggg 5 g'gi j g'ii :Z g-gg g The exceptions are NC, ABOD, IFOREST, OCSVM, and PCAD, all
KNN 082 2 080 2 079 2 080 2 of which .perfqrm sl}ghtly worse with 0.025% of outllers.. Overall,
ODIN 088 28 08 30 083 37 081 32 the medoid-shift variant (DOD) proposed performs best with a low

changing the clustering algorithm to k-means, we can also see the
effect of the inferior clustering algorithm. Even with clean data, the
k-means algorithm yields CI=3.27 errors, on average.

percentage of outliers, up to 2%. KNN works best with an interme-
diate percentage of outliers (4%—8%), and MCD and OCSVM work
best with a higher percentage of outliers (16%—128%).

Our second observation is that both the proposed mean-shift
filtering and all the outlier removal methods improve the cluster-
ing but only up to a point where the percentage of outliers is 8%.
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Table 6
OUTLIER SCORES FOR TOY EXAMPLE IN FIG. 10
(k = 3).
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Thereafter, most methods start to lose their effectiveness in im-
proving clustering.

The choice between the mean and medoid seems insignificant.
First, when using k-means, medoid shift (DOD) is sometimes better
than mean shift (MOD). However, when using random swap, the
situation is the opposite. Second, k-means becomes slightly better
than random swap, when the number of outliers increases beyond
8%. This aspect is a side effect of the k-means algorithm. Adding
outliers generates fake low-density clusters, in which a good algo-
rithm can identify more effectively. However, k-means has prob-
lems when clusters have less overlap or varying density [41]. It is
therefore less efficient in finding fake clusters, which appears as a
positive effect but this is merely a side effect of its inferior opti-
mization capability.

We conclude that to have perfect clustering performance, one
must have a good algorithm and clean data. When the percent-
age of outliers becomes high, no outlier detection can fix all the
problems. The choice of the clustering algorithm also becomes less
significant.

One requirement for a good outlier removal method is that it
should not destroy clean data. In our case, slight errors were de-
tected in the case of 0% of outliers. CI=0 increased to CI=0.18,
on average, when mean shift was applied to clean data. However,
most of these errors are originated from datasets B1 and B2.

The main problem of traditional outlier removal methods is that
they are based on thresholding and require knowing the percent-
age of outliers to set up the Top-N parameter. If the correct num-
ber of outliers is used, their performance is close to that of our
method. However, if some default value, such as 1% or 8% is ap-
plied, they (start to) fail much more severely. This feature high-
lights the importance of outlier filtering (our approach) compared
to traditional outlier removal.

6.2. Results for outlier detection
Outlier detection results are summarized in Table 4 for the

high-dimensional real-world datasets and in Table 5 for the Coun-
tries string datasets. We tested all k-NN-based outlier detectors,

Table 7
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Table 8
THE EFFECT OF ITERATIONS ON DIFFERENT PERCENTAGES OF OUT-
LIERS IN THE COUNTRIES DATASETS (AUC).

The percentage of outliers

Iteration 10% 20% 30% 40%
1 0.86 0.76 0.76 0.75
2 0.86 0.84 0.84 0.83
3 0.86 0.85 0.84 0.84
1.00 — Optimal
© 0.90 DOD 5 iterations -
1 3 iterations -
Q 0.80 2 iterations -
Z0.70 1 iteration

0'600.025%0.5% 1% 2% 4% 8% 16%

The percentage of outliers

32% 64% 128%

1.00 Optimal
ima

90.95 MOD P
:‘?g.zg 3 iterations °
80080 2 iterations -
(- . .

0.75 1 iteration

0.70

0.025%0.5% 1% 2% 4% 8% 16%
The percentage of outliers

32% 64% 128%

Fig. 13. The effect of the percentage of outliers on the number of shifting iterations
needed. Results are shown for medoid shift (above) and mean shift (below).

using all values of k between 2 and 100. The value of k that pro-
vides the best result is chosen for each outlier detector. For the
other detectors, we use their default parameter settings found in
the literature.

For results of the high-dimensional real-world datasets in
Table 4, the proposed methods are far better than the other meth-
ods. For instance, both MOD and KNN reach an AUC value of 0.99
with the KDD-Cup99 data, which has only 0.4% outliers. However,
for the Parkinson dataset (75.4% outliers), medoid-shift and MO-
GAAL perform better than others (AUC>0.70). MOD+ and DOD+
are slightly better than MOD and DOD (0.84 vs. 0.82), on average.

For the Countries dataset, the results when using edit distance
are summarized in Table 5. We can see that when the percentage
of outliers is low (10% and 20%), ODIN outperforms KNN, DOD, and
DOD+. However, when the percentage of outliers is high (30% and
40%), the proposed DOD and DOD+ outperform KNN and ODIN.
An example with 30% of outliers is provided in Table 6. We can
observe that both KNN and ODIN fail to detect outliers, but the
proposed DOD and DOD+ succeed.

From Fig. 10, we can note that after three iterations, many nor-
mality objects such as Denmark, have already been shifted to their
original variant. This produces a small outlier score. True outlier
words such as ysys, will keep on being shifted further away. This
shift results in a bigger outlier score than that of normality ob-
jects. The other methods have been defined only using Euclidean
distance and not edit distance. Therefore, we have not compared
the proposed method to these other methods on string data.

OPTIMAL ITERATIONS FOR AVERAGE RESULTS OF DATA SET S1 WITH PERCENTAGE OF OUT-

LIERS (REPEATED 99 TIMES). (ITERATIONS).

The percentage of outliers

0.025%  0.5% 1% 2% 4% 8% 16%  32%  64% 128%  Avg.
DOD 1 1 1 1 1 1 5 4 5 7 2.7
MOD 1 1 1 1 1 2 3 4 4 4 2.2
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Table 9
AUC FOR THE REAL-WORLD DATASETS WHEN k = 6*LOG(n).

Pattern Recognition 115 (2021) 107874

Dataset (outliers)  KDD. (0.4%)  Stamps (9.1%)  Page. (10.2%)  Pima (34.9%)  Arrh. (45.8%)  Parkinson (75.4%) AVG
DOD+ 0.79 0.89 0.89 0.71 0.73 0.63 0.78
MOD+ 0.94 0.91 0.89 0.73 0.72 0.66 0.81
DOD 0.69 0.81 0.80 0.68 0.73 0.68 0.73
MOD 0.92 0.78 0.84 0.65 0.74 0.60 0.75
LOF 0.60 0.53 0.73 0.60 0.73 0.56 0.62
ODIN 0.61 0.58 0.62 0.56 0.70 0.45 0.59
NC 0.58 0.50 0.52 0.52 0.60 0.46 0.53
KNN 0.96 0.89 0.92 0.72 0.74 0.54 0.79
ABOD 0.82 0.81 0.80 0.70 0.72 0.64 0.75
To sum up, the proposed methods (MOD and DOD) outperform 0.80
others in most cases, regardless of the type and dimensionality of 078 - A |

the data. They perform well, especially for real-world datasets that
have large number of outliers.

6.3. Effect of shifting iterations

We also study the relationship between the percentage of out-
liers and the number of shifting iterations. We repeat the experi-
ment 99 times with dataset S1, using random outliers on each per-
centage. The average AUC results are shown in Fig. 13 and Table 7.
We can see that, with the increasing of the percentage of outliers,
more shifting iterations are needed to reach optimal performance
and experiment shows that for MOD and DOD, the number of iter-
ations is three iterations and five respectively.

The smallest numbers of iterations required to reach the best
performance are summarized in Table 7. To reach the percentage
of outliers of 16% for MOD and 8% for DOD, three iterations are
sufficient. With a low percentage of outliers, one iteration would
suffice. Additional iterations would not yield any additional benefit
but they do no harm either except for a slightly longer processing
time. Based on these results, we fix the number of iterations at
three as a default value.

For the Countries datasets, the effect of the number of itera-
tions is shown in Table 8. We can see that three iterations provide
the best results; due to the more discrete nature of the data, ad-
ditional iterations are less critical. The difference in performance
when using two and three iterations is only marginal. Neverthe-
less, one iteration is still too few, except with the lowest percent-
age of outliers (10%).

6.4. Neighborhood size k

In all k-NN-based methods, selecting k is a challenge. We,
therefore, study the sensitivity of these methods to the parame-
ter k. First, we plot AUC over k on the Pima dataset in Fig. 14. We
can observe that a relatively large-value k performs best, but the
methods proposed are not very sensitive to the exact choice of k.
Mean shift (MOD/MOD+) is somewhat less sensitive than medoid
shift (DOD/DOD+); their performance is almost equal.

Table 10

AUC FOR THE REAL-WORLD DATASETS WHEN k = 2*[5*LOG(n)/2)+1.

0.76 -
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2 0.70
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0.68 -

066 | g
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0.60 ‘ ‘ ‘ ‘
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Fig. 14. AUC over k in the Pima dataset.

One approach for choosing the value of k is to select a number
that is proportional to the data size n. We consider two heuris-
tic rules discussed in [21,54,55] based on logarithmic relationship:
k = 6*log(n) and k = 2*[5*log(n)/2]+1, where the brackets refer
to rounding operation. The results of applying these two heuristic
rules are shown in Tables 9 and 10. We can see that MOD+ re-
mains the best method, with only slight degradation from the opti-
mum (0.84 to 0.81). The corresponding AUC results for the optimal
choices of k from Table 4 are: ODIN=0.72, KNN=0.82, MOD=0.82,
DOD=0.79, MOD+/DOD+=0.84.

6.5. Computational complexity

All these methods are based on k-NN, which requires O(N2) cal-
culations. To address this slowness of the brute-force approach, for
2-dimensional datasets, we use the KD-tree technique [43] with
all algorithms; for multidimensional datasets, we use the Ball-tree
[44] technique with all algorithms. KD-tree works fast with low di-
mensions but can become inefficient with high dimensions (D>20),
and Ball-tree works inefficiently with high dimensions. Alterna-

Dataset (outliers)  KDD. (0.4%)  Stamps (9.1%)

Page. (10.2%)

Pima (34.9%)  Arrh. (45.8%)  Parkinson (75.4%) AVG

DOD+ 0.71 0.88 0.89
MOD-+ 0.93 0.90 0.88
DOD 0.67 0.79 0.79
MOD 0.90 0.78 0.84
LOF 0.59 0.53 0.72
ODIN 0.60 0.58 0.61
NC 0.59 0.48 0.52
KNN 0.95 0.88 0.91

ABOD 0.82 0.80 0.80

0.72 0.73 0.64 0.76
0.70 0.73 0.70 0.81
0.65 0.74 0.70 0.72
0.65 0.73 0.58 0.75
0.60 0.73 0.58 0.63
0.55 0.69 0.46 0.58
0.46 0.60 0.43 0.51
0.72 0.74 0.58 0.80
0.69 0.72 0.64 0.74
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Table 11
RUNNING TIME (S) (k = 30).
Data size 100 1000 10,000 100,000
DOD 0.10 0.27 0.99 5.41
MOD 0.09 0.27 0.93 4.86
LOF 0.03 0.01 0.11 1.52
k-NN based ODIN 0.03 0.01 0.10 1.62
NC 0.13 1.07 9.19 82.59
KNN 0.00 0.01 0.10 1.48
ABOD 0.06 0.62 6.00 58.44
MCD 0.28 0.92 5.82 61.63
IFOREST 0.20 0.28 0.83 7.25
Other OCSVM 0.04 0.03 4.12 493.88
PCAD 0.14 0.26 0.90 4.94
QUE 0.38 1.22 745.85 >1000
MO-GAAL 1.95 2.11 7.82 546.01

tively, faster approximates, such as NNDES [45], Random pair divi-
sive (RP-div) [46], or Z-curve [47] can become more efficient.

To evaluate algorithm complexity and execution speed, the
above-mentioned algorithms are implemented in Python 3.7, using
a PC with an Intel Core i7 CPU, 16 GB RAM, and a clock frequency
of 2.3 GHz.?> Table 11 shows the average AUC improvement and
the average extra computing time evaluated on the 2-D datasets
generated. The proposed method is about 3.5 times slower than
ODIN, LOF and KNN, mainly because of the need to calculate k-NN
3 times, once per iteration. However, it is faster than other compet-
ing detectors. DOD is also slower than MOD because of the need
to search for the medoid.

7. Conclusions

Mean shift and medoid shift are proposed for filtering the data
before analysis such as clustering and to detect outliers. For the
clustering task, our results demonstrate that they improve both k-
means and random swap when used as preprocessing. The pro-
posed approach outperforms five existing outlier removal methods
in this task: LOF, ODIN, NC, IFOREST, and ABOD. The most impor-
tant property of the proposed approach is that it does not require
the number of outliers in advance.

For the outlier detection task, the mean-shift outlier detector
(MOD) is slightly more effective than the medoid-shift outlier de-
tector (DOD). Our experiments show the proposed approaches out-
perform eleven state-of-the-art outlier detectors: LOF, NC, KNN,
ODIN, MCD, IFOREST, OCSVM, PCAD, and ABOD. The most impor-
tant property of the proposed approach is that it is competitive es-
pecially when the number of outliers is large. The method is also
not limited to numeric data and is can be applied to string data
using edit distance.

We also demonstrate that when data contains large numbers of
outliers, the model becomes polluted by outliers thus biasing out-
lier detection. The cumulative effect of outliers can be potentially
solved by the fundamentally new concept introduced, the extended
reference set, which contains both objects from original data and
mean-shift-modified objects.
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3 Our algorithm can be found via http://cs.uef.fi/sipu/soft/MeanShift-OD.py.
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